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74

prod c Becom 2

penTuHr napka ns 100

no6anbHbiit penTuHr*: 74/100 (C)
nposepeHo 23 13 23 KOMMOHEHTOB

1

PO — cpouHo,
CYTKM

9

P1 — Hepensa

10

P2 — mecsau

2

P3 — nnaHoBoe

Xy>ke Bcex: web-1.acme.example 37/100 E, app-1.acme.example 76/100 C, worker-1.acme.example 88/100
B, db-1.acme.example 96/100 A.

MepesanycTuTe 3aTPOHYTYO CNy»6y nocne 06HOBNEHNS; MPOBepPbTe COBMECTMMOCTb U NOBTOPUTE NMPOBEPKY.

PO — 06HOBUTb cerogHA

CEPBEP KOMMNOHEHT YTO COENATb noocTyn NOYEMY
&) web-1.acme.example facade/ignition 2.5.2 Hapyxy CVE-2021-3129 -
[composer] 9.8
composer.lock KEV
3KCMIONT:
metasploit
PeATUHr no o6bekTam
OBbEKT PEWTUHI P2 P3 ocC OTKPbITO HAPYXY
web- - 37 B 1 1 Ubuntu 22.04 LTS web (nginx)
l.acme.example Fno6anbHbI penTUHr*:
37/100 (E)
nposepeHo 7 us 7
KOMMNOHEHTOB
app- mmmm 76 4 Debian GNU/Linux 12 web (node)
l.acme.example Fno6anbHbI penTUHr*:
76/100 (C)
nposepeHo 8 3 8
KOMMNOHEeHTOB
worker- s 88 E 3 2 Debian GNU/Linux 12

1.acme.example
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Fno6anbHbI penTUHr*:
88/100 (B)

nposepeHo 6 us 6
KOMIMOHEHTOB
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OBBEKT PENTUHT PO P1 P2 P3 (0] OTKPbITO HAPYXY

db-1.acme.example e 96 n . . 2 . Debian GNU/Linux 12

no6anbHblii peNTUHI*:
96/100 (A)

nposepeHo 2 n3 2
KOMMOHEHTOB

Kak cuutaeTcs

Puck = TS)KeCTb x 3KCNyaTupyemMocTb x JOCTYNHOCTb. TsxecTb — npuoputeT Ubuntu/Debian, nHaue CVSS.
SkcnnyatupyemocTb: katanor CISA KEV x2, skcnnyatauusa no CIRCL unu SSVC x1,7, ny6nuuHbin akcnnont/PoC x1,4, EPSS
>10% x1,3, o6cykparT x1,1. locTynHOCTb: HapyXy 1,0 - Bo3MoxHO Hapyxy 0,8 - BHyTpu cetn 0,6 - nokanbHo 0,45.
MpuoputeT: PO — puck =14 unu KEV Ha OTKpbITOM Hapyxy cepsuce (cyTku) - P1 — =8 unu noboii KEV (Hepensq) - P2 — >4
(Mecsiy) - P3 — nnaHoBoe.

PeliTMHr o6bekTa: 100 MuUHyC wTpadbl 3a HaxoakKu; npu nw6om PO He Bbiwe 49. A>90 - B >80 C=>65-D =50 -E>35:F.
UcTouHuku: CVE.org (Bce CVE), OSV.dev (nakeTbl Ubuntu/Debian c yuétom 63aknoptoB, Composer), CISA KEV, FIRST EPSS,
Exploit-DB, Metasploit, Nuclei, CIRCL Vulnerability-Lookup, endoflife.date. MakeTbl n3 ctopoHHUX penosutopues (PPA, sury
M 4p.) CBEPSAIOTCS MO BEPCUU UCXOLHOIO NPOEKTa.

P1 — 3a Hepenw

web-1.acme.example - 5

KOMMNOHEHT BEPCUA YTO COENATb aocTyn MNOYEMY
php8.1 8.1.2-1ubuntu2  8.1.2-1ubuntu2.28 HapyXxy CVE-2026-109618 - 9.5
php8.1-fpm +65 CVE
league/commonmark 2.6.0 2.10.2 HapyKy CVE-2026-105830 - 8.7
[composer] +13 CVE
composer.lock
twig/twig [composer] 3.14.0 3.27.0 Hapyxy CVE-2026-24425 - 8.7
composer.lock +14 CVE
guzzlehttp/guzzle 7.4.1 7.15.2 Hapy)y  CVE-2026-67354 - 8.2
[composer] +13 CVE
composer.lock
nginx 1.18.0- 1.18.0-6ubuntul4.21 HapyXxy CVE-2026-42945 - 8.0
nginx 6ubuntulsd +33 CVE

app-1.acme.example - 3

KOMMOHEHT BEPCUS YTO COENATb 0OCTYN  MOYEMY
lodash [npm] 4.17.20 4.18.0 Hapyxy  CVE-2021-23337-7.2
package-lock.json +4 CVE

akcnnont: PoC

nodejs 18.19.0+dfsg-  18.20.4+dfsg-1~deb12u3 HapyXy  CVE-2026-111497 - 9.2
nodejs 6~deb12u2 +41 CVE

axios [npm] 1.7.8 1.20.0 Hapyxy CVE-2026-44494 - 8.7
package-lock.json +32 CVE
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worker-1.acme.example - 1

KOMMNOHEHT BEPCUA YTO COENATb AaocTyn MNOYEMY
N nginx 1.22.1- 1.22.1-9+deb12ul0 BHYTpU CVE-2023-44487 - 7.5
nginx 9+deb12u2 cetn +24 CVE
KEV
P2 — nnaHoBblie 06HOBNEHUA Mecdua
web-1.acme.example - 1
KOMMNOHEHT BEPCUA YTO COENATb aocTyn NMOYEMY
23 symfony/http-foundation  5.4.45 5.4.50 Hapyxy  CVE-2025-64500 - 7.3
[composer] +1 CVE
composer.lock
app-1.acme.example - 4
KOMMNOHEHT BEPCUA YTO COENATb AocTyn NMOYEMY
m path-to-regexp [npm] 0.1.11 0.1.13 Hapyxy CVE-2024-52798 - 7.7
package-lock.json +2 CVE
m ws [npm] 8.17.0 8.21.0 Hapyxy CVE-2024-37890 - 7.5
package-lock.json +2 CVE
m jsonwebtoken [npm] 8.5.1 9.0.0 HapyXxy CVE-2022-23540 - 6.4
package-lock.json +2 CVE
m semver [npm] 7.5.1 7.5.2 Hapyxy CVE-2022-25883 - 5.3
package-lock.json
worker-1.acme.example + 3
KOMMNOHEHT BEPCUA YTO COENATb aocTyn NMOYEMY
23 diango [PyPI] 4.2.20 5.2.17 BHYTPY CVE-2026-4277 - 9.8
requirements.txt cetun +29 CVE
23 nittow [PyPI] 10.3.0 13.0.0 BHYTPM CVE-2026-112393 - 9.2
requirements.txt cetun +50 CVE
23 urliib3 [PyPI] 2.2.1 2.8.0 BHYTPY CVE-2025-66471 - 8.9
requirements.txt cetun +8 CVE
db-1.acme.example - 2
KOMMNOHEHT BEPCUA YTO COENATb aocTyn NMOYEMY
23 rostgresql-15 15.3-0+deb12ul  15.19-0+deb12ul BHYTPU CVE-2023-5869 - 8.8
postgresql-15 cetun +55 CVE
m redis 5:7.0.15- 5:7.0.15-1~deb12ul0 nokanbHo CVE-2025-49844 -10.0

redis-server
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1~debl2ul

+25 CVE



P3 — nnaHoBoe o6cny)xusaHue

worker-1.acme.example -+ 2

KOMMOHEHT BEPCUS 4TO CAENATb OOCTYM  MOYEMY

2 iinja2 [pyPI] 3.1.4 3.1.6 BHYTPU CVE-2025-27516 - 5.4
requirements.txt cetun +2 CVE

[E) requests [PyPI] 2.32.2 2.33.0 BHYTPM CVE-2024-47081 - 5.3
requirements.txt cetun +1 CVE

* Mo6anbHbIVi PEUTUHT yUnUTbIBAeT HEMPOBEPEHHbIe KOMMOHEHTbI KaK HeM3BECTHbIN PUCK. Kak cunTaeTcs rnobanbHblil PENTUHT.
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